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Supply Chain Attacks are Multiplying
with Focus on Software Supply Chain
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Rising Threat

The electrical grid underlies America’s critical infrastructure. Everything goes down if you don’t have power: the financial 
sector, refineries, water, etc. We must do more to protect utilities from cyber-attacks that could leave millions without power,
water or gas and cripple our critical infrastructure.  America’s electrical grid is susceptible to a so-called supply chain attack 
such as the so-called SolarWinds attack perpetrated by the Russians last December.

The ransomware attack on Colonial pipeline shows 
how supply chain cyber attacks can disrupt 
upstream providers
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Regulator Response - NERC CIP-013 
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CIP-013 Requirement
R1 Each Responsible Entity shall develop one or more documented supply chain cybersecurity risk 
management plan(s) for high and medium impact BES Cyber Systems. The plan(s) shall include: 

1.1 One or more process(es) used in planning for the procurement of BES Cyber Systems to 
identify and assess cybersecurity risk(s) to the Bulk Electric System from vendor products or 
services resulting from: (i) procuring and installing vendor equipment and software; and (ii) 
transitions from one vendor(s) to another vendor(s).

Assessments, 
Monitoring,
FP for risk id./ 
assessment-to-
remediation

1.2 One or more process(es) used in procuring BES Cyber Systems that address the following, as 
applicable:
1.2.1. Notification by the vendor of vendor-identified incidents related to the products or services 
provided to the Responsible Entity that pose cybersecurity risk to the Responsible Entity; FP vendor portal 

and findings 
workflow

1.2.2. Coordination of responses to vendor-identified incidents related to the products or services 
provided to the Responsible Entity that pose cybersecurity risk to the Responsible Entity; 

1.2.3. Notification by vendors when remote or onsite access should no longer be granted to vendor 
representatives; 

1.2.4. Disclosure by vendors of known vulnerabilities related to the products or services provided 
to the Responsible Entity; 

FP vendor portal, 
Monitoring

1.2.5. Verification of software integrity and authenticity of all software and patches provided by 
the vendor for use in the BES Cyber System; and 

File Integrity 
Assurance

1.2.6. Coordination of controls for (i) vendor-initiated Interactive Remote Access, and (ii) system-
to-system remote access with a vendor(s). 

FP control findings 
workflow

R2 Each Responsible Entity shall implement its supply chain cyber security risk management plan(s) 
specified in Requirement R1

FP compliance 
workflowsR3 Each Responsible Entity shall review and obtain CIP Senior Manager or delegate approval of its 

supply chain cyber security risk management plan(s) specified in Requirement R1 at least once every 
15 calendar months.



SolarWinds Supply Chain Attack
Attack
On December 13th, 2020, SolarWinds 
confirmed that multiple versions of their 
Orion platform products had been 
compromised by a foreign nation state. 

Synopsis
The attackers used a “supply chain attack” 
to gain access to the Orion software 
system. They then “trojanized” a security 
update patch which was downloaded and 
installed by trusting customers.

Impact
The SUNBURST attack affected 
approximately 18,000 SolarWinds clients, 
including several U.S. federal agencies.
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Affected SolarWinds Orion Customers
Image: Microsoft



The Threat 



Federal regulations and mandates pertaining Unites States Bulk Power system
Supply Chain Regulations and Mandates

Executive Orders
Executive Order 13920 
• Issued May 1, 2020
• Suspended January 20, 2021 

• EO 13990
• Reinstated April 20, 2021 
• Expired May 1, 2021*

DOE Prohibition Order
• Issued December 2020
• Revoked April 20, 2021

Executive Order 14017
• Issued February 24, 2021

RFI
• Issued April 20, 2021
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Federal Contractor Regulations
NDAA Section 889, part B
• Effective August 13, 2020

CMMC
• Effective FY 2026
• Interim Rule in effect Nov 30, 2020

Steps to take
• RFI Response – June 7, 2021
• Take the 100-day Plan Challenge (in-effect)



Bulk Power Systems
Digital Bill of Material - Example
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Tobias Whitney
Vice President – Energy Solutions
(407) 325-5543
twhitney@fortressinfosec.com
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Fortress Information Security
189 S. Orange Ave., Suite 1950

Orlando, FL 32801

fortressinfosec.com


	The role of digitization and predictive analytics in delivering reliability and resilience in a decentralized grid world.�AEC 2021 Virtual Conference
	AGENDA
	Supply Chain Attacks are Multiplying�with Focus on Software Supply Chain
	Regulator Response - NERC CIP-013 �
	SolarWinds Supply Chain Attack
	The Threat 
	Supply Chain Regulations and Mandates
	Digital Bill of Material - Example
	AGENDA
	Tobias Whitney

