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’ Tobias Whitney — VP of Energy at Fortress

’ Rich Fox — Senior VP, InTech Energy
’ Pasi Miettinen — CEO, Sagewell, Inc

’ Ali Mohammed — Senior Director of Digital Innovation and Transformation Office



Rising Threat

Supply Chain Attacks are Multiplying

with Focus on Software Supply Chain

The electrical grid underlies America’s critical infrastructure. Everything goes down if you don’t have power: the financial
sector, refineries, water, etc. We must do more to protect utilities from cyber-attacks that could leave millions without power,
water or gas and cripple our critical infrastructure. America’s electrical grid is susceptible to a so-called supply chain attack
such as the so-called SolarWinds attack perpetrated by the Russians last December.
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The ransomware attack on Colonial pipeline shows
how supply chain cyber attacks can disrupt
upstream providers e Expensive Wall
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0 ol Attack

° Operation Nightscout

° Dependency Confusion / Hijacking
° Sunburst/Solarigate Malware

° Kwampirs ICS Supply Chain Attack
° Ripple20 Vulnerability

° Gold Spy Malware

° CryptoAPI Vulnerability

° HiSilicon/Xiongmai Backdoor

Q SolarWinds
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Regulator Response - NERC CIP-013
CIP-013Requirement |

R1 Each Responsible Entity shall develop one or more documented supply chain cybersecurity risk

management plan(s) for high and medium impact BES Cyber Systems. The plan(s) shall include: :ns::istir::nts,
1.1 One or more process(es) used in planning for the procurement of BES Cyber Systems to FP for risk |gd’ /
identify and assess cybersecurity risk(s) to the Bulk Electric System from vendor products or )
services resulting from: (i) procuring and installing vendor equipment and software; and (ii) ?g:jj?;ﬁ::to_
transitions from one vendor(s) to another vendor(s).
1.2 One or more process(es) used in procuring BES Cyber Systems that address the following, as
applicable:
1.2.1. Notification by the vendor of vendor-identified incidents related to the products or services
provided to the Responsible Entity that pose cybersecurity risk to the Responsible Entity; FP vendor portal
1.2.2. Coordination of responses to vendor-identified incidents related to the products or services ~ @nd findings
provided to the Responsible Entity that pose cybersecurity risk to the Responsible Entity; workflow

1.2.3. Notification by vendors when remote or onsite access should no longer be granted to vendor
representatives;

1.2.4. Disclosure by vendors of known vulnerabilities related to the products or services provided

FP vendor portal,
to the Responsible Entity;

Monitoring

1.2.5. Verification of software integrity and authenticity of all software and patches provided by

File Integrity
the vendor for use in the BES Cyber System; and

Assurance

1.2.6. Coordination of controls for (i) vendor-initiated Interactive Remote Access, and (ii) system-

FP control findings
to-system remote access with a vendor(s).

workflow

R2 Each Responsible Entity shall implement its supply chain cyber security risk management plan(s)
specified in Requirement R1

FP compliance

R3 Each Responsible Entity shall review and obtain CIP Senior Manager or delegate approval of its workflows

supply chain cyber security risk management plan(s) specified in Requirement R1 at least once every
15 calendar months.
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SolarWinds Supply Chain Attack

Attack

On December 13th, 2020, SolarWinds
confirmed that multiple versions of their
Orion platform products had been
compromised by a foreign nation state.

Synopsis

The attackers used a “supply chain attack”
to gain access to the Orion software
system. They then “trojanized” a security
update patch which was downloaded and
installed by trusting customers.

Impact

The SUNBURST attack affected
approximately 18,000 SolarWinds clients,
including several U.S. federal agencies.
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Affected SolarWinds Orion Customers

Image: Microsoft



WORLDWIDE THREAT ASSESSMENT

OF THE US INTELLIGENCE COMMUNITY

Daniel R. Coats

Director of National Intelligence

Senale Select Commiltee on Inteligence

29 JANUARY 2019

China

China presents a persistent cyber espionage threat and a growing attack threat to our core military and
critical infrastructure systems. China remains the most active strategic competitor responsible for
T h e T h rea t cyber espionage against the US Government, corporations, and allies. It is improving its cyber
attack capabilities and altering information online, shaping Chinese views and potentially the views
of US citizens—an 1ssue we discuss in greater detail in the Online Influence Operations and Election
Interference section of this report.

¢ Beijing will authorize cyber espionage against key US technology sectors when doing so
addresses a significant national security or economic goal not achievable through other means.
We are also concerned about the potential for Chinese intelligence and security services to use
Chinese information technology firms as routine and systemic espionage platforms against the
United States and allies.

e China has the ability to launch cyber attacks that cause localized, temporary disruptive effects
on critical imnfrastructure—such as disruption of a natural gas pipeline for days to weeks—in the
United States.

FORTR

Information Securi

ESS
ty

¢




Supply Chain Regulations and Mandates

Federal regulations and mandates pertaining Unites States Bulk Power system

Executive Orders Federal Contractor Regulations
Executive Order 13920 NDAA Section 889, part B
* |ssued May 1, 2020 e Effective August 13, 2020
e Suspended January 20, 2021
« EO 13990 CMMC

e Reinstated April 20, 2021

« Expired May 1, 2021% * Effective FY 2026

* Interim Rule in effect Nov 30, 2020

DOE Prohibition Order
* |ssued December 2020 Steps to take
« Revoked April 20, 2021 * RFI Response —June 7, 2021
* Take the 100-day Plan Challenge (in-effect)

Executive Order 14017
* |ssued February 24, 2021

RFI
e |ssued April 20, 2021




Digital Bill of Material - Example

Bulk Power Systems

Information Security
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Industrial Automation Division
Overall Risk: Moderate
Inherent risk: High
Vulnerability Risk: Moderate
Small alphabetical scores represent
cyber scores for vulnerabilities,

domain name server, encryption and
web application security

Control Stations

El Paso, Texas
Human Machine
Interfaces
Wuhan, China
Programmable

Application Controllers

Monterrey, Mexico
Motor Management
Systems

Malmaison, France
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Modicon Quantum PAC

=
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Avago 10 Mbaud HCPL-063L
optocoupler (2 channels x6)
[Singapore]

PLD - Lattice LC4064V CPLD
[China] [Malaysia]

1/0 Module - Toshiba TLP280-
4 photocoupler
(4 channels x 4) [Japan]

1/0 Module - Cypress
CYUSB3304 HX3 HUB [US]

(140CPU65160)

Power Supply - Omron CJ1W-
PA205C [Japan] [Brazil]
[Singapore] [India]

Ethernet — SE 140NOE77101
Meodule [US]

CVE-2019-6821
Insufficient
random values,

X

CVE-2019-6819
Improper check for
unusual conditions

CVE-2019-6816
Code injection
vulnerability

CVE-2019-6815

Denial of service

through access
control XN

CVE-2019-6808
Remote code
execution

X

CVE-2019-6807
Modbus denial of
service
X

»¢ Indicates patch is available

Counterfeit Alert
1/23/2017

e

[REERERE]

CVE-2011-4859 Use

CVE-2011-4860

of hardcoded Password generator
passwords uses MAC address
CVE-2011-4861 CVE-2013-0663
Arbitrary firmware Cross-site request
update via Modbus forgery X

CVE-2013-0664

Code execution

exploit through
Modbus messagirx

CVE-2014-0754
Directory traversal
Directory traversal

in SchneiderWEI%

2 Indicates patch is available
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Tobias Whitney
Vice President — Energy Solutions

(407) 325-5543
twhitney@fortressinfosec.com

Fortress Information Security
189 S. Orange Ave., Suite 1950
Orlando, FL 32801 y
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